PEKOMEHJALIU
0 mMpaBuJIax 0€e30MMaCHOI0 MCNOJIL30BAHNSA KOMIIbIOTCPHBIX
TCXHOJIOFHﬁ, PaACY€THBIX 63HKOBCKI/IX KapT, CONHAJbHBIX ceTen.

Pa3paboTaHHbI€ ¢ €TI0 TPECEUCHUS TPECTYIIIEHUH, COBEPLIAEMBIX C
UCITI0JIb30BaHUEM MH()OPMAIIMOHHO-TEIEKOMMYHUKALIMOHHBIX TEXHOJOTHIA Ha
TeppUTOpHH I'. Ypas XaHTbl-MaHCUICKOTr0 aBTOHOMHOTO OKpyra - FOrpsl, a
Takke 17151 GOPMUPOBAHUS Y HACETIECHUS KYJIbTYpbl 0€3011aCHOTO
UCIIOJIb30BaHUSI KOMIIBIOTEPHBIX TEXHOJIOTUH, PACUETHBIX OAHKOBCKUX KapT,
COIMANIbHBIX ceTel, pazpadorannsie OMB]/I Poccuu o r. Yparo.
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PEKOMEHJALIUN
0 MpaBuJjIax 6e30MaCHOr0 MCNOJIb30BAHUSI KOMIIbIOTEPHBIX T€XHOJIOTHId,
pacyeTHBIX 0AHKOBCKHMX KapT, COUMAJBHBIX ceTeil

Ha tepputopun XaHThl-MaHCHUHCKOTO aBTOHOMHOIo oOkpyra HOrpel, B TOM 4Yucie Ha
TEPPUTOPUU T. Ypail OTMEYAETCA POCT COBEPILUCHHS MOLIEHHUYECKUX ACHCTBUH B OTHOLICHUU
rpaXkJaH MOJ BUJOM OKa3aHUs Pa3IMYHBIX YCIYT, B TOM 4Hclie B 0aHKOBCKOM cdepe, mocpeacTBOM
MOOUITBHOU CBsi3M U ceTH « HTepHEeT». 3a4acTyio MOTEPHEBIIME OT MPECTYIMHBIX MOCATATEILCTB
rpaXkJaHe He OCBEAOMIICHBI O BHOBB MOSBIISIOLIUXCSA BUAX U CIIOCO0aX MOIIEHHUYECTB, BBUAY YETrO
HE CIIOCOOHBI B IMOJTHON Mepe 00€301acuTh ce0s1 OT TAKOBBIX TOCATATEIILCTB.

C uenplo npeaynpexaeHHs IPECTYIHBIX MOCATaTeIbCTB B OTHOLICHUH TPaXK]IaH, PACCMOTPUM
UMEIOIIUECS BUIBI, CITIOCOOBI MOIIICHHUYECKUX ACHCTBHIA, a TAK)KE CIIOCOOBI N30€KaTh CTOJIKHOBEHHUS
C MOUICHHUKOM.

MouieHHUYeCTBA, COBEPIIAeMbIe C MCNI0Jb30BAHHEM MOOUIBHOIO TejledoHa (3BOHKH):

1. 3BOHOK 0T COTPYIHUKA 0aHKA (COTPYIHUKA CJIYKOBI
0€301aCHOCTH 0aHKA, (MHAHCOBOTO MOMOIIHUKA):
COTPYIHUKHU (PMHAHCOBO-KPEAUTHBIX OPraHu3aIui
HE OCYIIECTBJIAIOT 3BOHKH cBouM KJIMEHTaM, a TAKKe ( :

HE MHTEPECYIOTCA Ob UMEKOIINUXCA Y HUX ' b 4 : %
BAHKOBCKUX KAPTAX, JEHEXHbBIX CPEACTBAX, HE ~
TPEBYIOT HA3BBATH KAKUE-JIMBO PEKBU3UTLIL
BAHKOBCKOW KAPTBI!

B ciyuae, ecau Bam moctynui 3BOHOK OT HEU3BECTHOIO JIULIA,
KOoTOpoe coobuiaet Bam o ToM, uTo B oTHOmEHHH Bac
COBEpILAIOTCS MOIICHHIYECKKE AeCcTBH, Ha Bac odopmmumm
KpenuTHoe 00s13aTenscTBO 1 nHoe, HEMEJIJIEHHO
ITPEKPATUTE PA3I'OBOP, He HY)HO BECTH TUAJIOT C
HEH3BCCTHBIM JIMIIOM, €CJIU Y Bac umeroTcss coMHEHUs 110 moBoay
COXPaHHOCTH Bammmx IeHeXHBIX CPEJICTB U X 0€30MaCHOCTH,
oOparuTech B OT/IeTIeHre OaHKa SMUTeHTa Bareit 6aHKOoBCKOH
KapThbl WIHA K€ OCYIIECTBUTE 3BOHOK Ha rOpAYYHO JIMHUIO
(aOoHEHTCKMIT HOMEP YKa3aH ¢ 00paTHOM CTOPOHBI Bareit
0aHKOBCKOW KapThl) TS IMOTYICHHUS TOIPOOHON HH(POPMAIIHH.
HE COOBIIJAUTE PEKBU3UTHI CBOE1 BAHKOCKOM
KAPTbI, KAKUE-JIMBO IMOCTVYITAIOIIUE KO/-ITAPOJIN,
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2. 3BOHOK OT COTPYAHHKOB _ IOJUIMH, NPOKYPATYPLIL,

CJIEeICTBEHHOr0 KomuTera, M®PIL: ykazaHHble COTPYAHUKHU

HUKOI'’IA HE BYJYT wuntepecoBatbcss Bamumu ¢duHaHCamu,
‘ OaHkoBCKMMH Kapramu. Takxke, corpynnukd HE TIPOCAT
- I'PAYKJIAH OKA3ATb COJIEVICTBUE B [IOUMMKE
= MOIITEHHUKOB wnnu HenoOpOCOBECTHBIX COTPYAHUKOB OaHKa.
Ecim Bam mno3BoHWIM M COOOLIMJIM, YTO B OTHOLIEHHH Bac
COBEPIIAIOTCS] MOIICHHUYECKHUE IEHCTBUSA WM BammMmu JTUYHBIMA
JaHHbIMU 3aBnaneno tpetse auno, HEMEJUUTEHHO ITPEKPATUTE
PA3I'OBOP 1 OBPATUTECH B TIOJIMIIWAIO nana yTOYHEHHUA
JAHHOW MH(OPMAIHH.
3. 3BOHOK OT HE3HAKOMBIX JIFOJIEH C HEM3BECTHBIX HOMEPOB, KOTOPHIE
coobOmaror Bam o Tom, uro Bam Onu3kuii yenoBek momnan B Oexy,
COBEPIIMJI TIPECTYIUICHWE, Tomal B OONBHUIY W €My CpPOYHO
TpeGyercst punarncosas nomouts. HE JJAUTE CEBSI OBMAHYTh!
B nmaHHOW cuUTyamuu OCYIIECTBHTE 3BOHOK CBOEMY OJIM3KOMY
YeIIOBEKY, O KOTOPOM, BO3MOXKHO, IIUIA pe4b, YTOYHUTE HH()OPMAITHIO
0 TOM, B IIOPSIJAKE JIU OH.

Han6oneeuqaCTo MOIIHHUKHU NCITOJB3YIOT AVOHEHTCKHUE HOMEPA
HECBOUCTBEHHBIE pernony XMAO-FOrpsl, a UMEHHO: aDOHEHTCKHE HOMEDPA,
HayWHAroImecs Ha +7 495***: +7 499***




MoneHHHYeCTBA, COBepIlaeMble ¢ MCI0JIb30BaHuEM ceTH «MHTEepHeT»

1. CoumnanbHbie cetu. B ciyuae, ecnu Baimn 3HaKOMBIN/ONHM3KUH 4YeI0BEK IOCPEICTBOM COOOINECHHUS B
COIMAJILHON CETH MPOCHUT Bac 00KUTh eMy JICHEKHBIC CPeACTBa (B JIOJT), OCYIIESCTBUTE 3BOHOK JaHHOMY
YEJIOBEKY MOCPEACTBOM COTOBOM CBSI3M M YTOYHUTE, JNCHCTBUTEIBHO JIW UMEHHO Baill 3HaKOMBIN/OJIM3KUIA
uenoBek mpocuT Bac 06 omomkenmn. B CJIVUAE, ECJIM VKA3AHHBIE JEWCTBHUA BAIII
3HAKOMBI/Onn3kuii  yenmoBek He ocymectsisui, HEMEJUIEHHO TIPEKPATUTE JAHUAJIOT C
MOINNEHHUKOM U OCYIINECTBUTE BJIOKMPOKY KOHTAKTA 0T KOTOpOro mocTYIUIO COOOIIEHUE C
MpOCKOOH, TaK Kak BbINIeyKazaHHbIEe NeicTBus cBUaeTenbecTBYIOT 0 B3JIOME CTPAHMUIIBI B connanpHOM
cetu Bamrero 3aakomoro/6mm3koro gyenoseka, OBA3ATEJIbHO YBEJIOMUTE uenoBeka, 9bs CTpaHHIIA ObLTa
B3JIOMaHa.

HE PABMEILAMTE JIMYHBIE JIAHHBIE HA CTPAHUIIAX COLIMAJIbHBIX CETEM, KOTOPBIMH MOTYT
Bocrosb3oBarseest MOIIIEHHUKHA!

Ilpn mpocmotrpe conmanprbix cereir HE ITIEPEXOJWTE [0 BCIUIBIBAIOHIMM CCBUIKAM,
PEKHUAMHBIM OB BLABJIEHW M, J@aHHBIC CCBUIKH HAIpaBsT Bac ma MOIIEHHUYECKWU CAUT
JBOMHUK/ UHTEPHET-MAT'ABUH/CAUT, COOEPXXAILIMHU B CEBE BUPYCHBIE YI'PO3bI.

Ilpn ocymecTBieHMM 3aKa3a B HMHTEpHET-MarasuHe (CTpaHUIa COLMAJIbHOM CeTH, Biajenel KOTOpOn
ocymectBisier mpojaxy ToBapos), YBEJIUTECh, UYTO BJIAJIEJBIIEM JAHHOW CTPAHMIIbI
SBJIIETCS HE MOIIEHHMK! B ciyuae, ecin y nnteprer-marasuna OTCYTCTBYET IOPUAMYECKUIA
AJIIPEC, OTCYTCTBYET HMH®OPMAIIMA O BJIAAEJIBIE JAHHOI'O MHTEPHET-MAT'ASWMHA
(nponasue), a takxke ecnun JJIAA COBEPIIEHUA 3AKA3A HEOBXOJIMMO BHECTHU IIOJIHYIO
OIJIATY 3A TOBAP — 510 CBUAETEIBCTBYET O TOM, YTO BIIajefiel] JaHHON CTPaHUIbl HHTepHET-Mara3uHa
Bo3moxxHo MOIIEHHUK!

2. UurepHer caiitei. HE OCYIIECTBJISIUTE 3AKA3 TOBAPOB
HA CAUTAX, KOTOPBIMU PAHEE BbI HE I1OJIb30BAJIUCS.
B caydae, ecnm BcE-TakM BO3HHKJIA JaHHASA HEOOXOIUMOCTD,
MPOUTHUTE OT3BIBBI O IAHHOM CaiTe.

IIpu ocyiiecTBiIEHWH TOKYNOK Ha caiTe, KOTOpblii paHee Brl
ucnons3oBay, OBPATHUTE BHUMAHWE HA AJPECHVYIO
CTPOKY CAWTA (https:/***), B cmyuae, eciu B AJIPECE
CAWTA MHPUCYTCTBYIOT JHMIIHWUE CHUMBOJIBI, 570
CBUJIETEJILCTBYET O TOM, YTO JAHHBIM CAUT SBJISIETCS
JIBOMHUKOM OpHrvHanb5HOTO CaiiTa, Ha KOTOPOM paHee BbI
OCYIIECTBJISUIA TTOKYITKH.

IIpumep:

https://www.tutu.ru/ (O®ULIMAJILHBINA CAIT);
https://www.tu-tul.com (CAMT JBOMHMK - MOIIEHHUK).

3. UntepHer miargopmbl AJisi NPOAAKH/MIOKYIIKKA TOBapoB. B ciyuae, ecinu Bel ocyniecTBisieTe NOKYNKy
TOBApOB MocpeacTBoM uHTEepHET miathopm «ABUTOy», «HOJIA» u uneix, HE IEPEBOJAUTE ABAHC
INPOAABILY B cuer omiarel ToBapa. B CIIYYAE, ECJ/IM TTPOJABEIL BAC TOPOIIUT C
HOKYHKOﬁ/OCYMECTBHEHHEM IIJIATEXA, 3TO0 MOXKET CBHACTEILCTBOBATH O TOM, YTO JAHHBIN
npoaasenr — MOIIMEHHUK! HE TIPEXOJIWTE T1O0 CCBUIKAM, KOTOPLIE HATIPABJIAET BAM
IMPOABELI o BUOM CCHUIKH Ha NMEPEXO/T VIS OILUIATHI TOCPEJACTBOM CepPBUCA OBICTPHIX MIATEHKEH.

B cnyuae, eciiu Bl ocyinecTBiisieTe mpoiaxy ToBapa nocpeactsoM untepHet miathopm «ABUTO», «FOJIA»
v unbix, HE COOBIIAWTE TTOKYIIATEJIIO BAHKOBCKHUE PEKBU3UTHI CBOEM BAHKOBCKOU
KAPTHBI mns ommater ToBapa. HE TIPEXOJUTE 1O CCBUIKAM, KOTOPBIE HAIIPABJIAET BAM
TTIOKVYITATEJIb mox BUIOM CCBIIKM Ha TIEPEXO.T TSI OILIATHI TTOCPEICTBOM CEpBHCA OBICTPHIX TUIATEIKEH.

4. Meccenmxepbl. B ciyuae, ecim Bam [NOCTYIIMJIO CMC-YBEJOMJIEHUME B kakoM-i1H0OO
MECCEH/IXKEPE OT HEM3BECTHOI'O OTIIPABUTEJIA, conepsxaiee B cede kakyro-nmudo CChIJIKY, HE
IEPEXOUTE 10 YKA3BAHHOM CCBUIKE, BBHIy TOTO, 9TO OHA MOXET COACPIKATH BUPYCHbIC YIPO3BI
(Bupychi-momennuky). HE PEATMPYMTE ma nocrymaromme cMc-yBegomieHns o BBIMTPAIIIAX,
HEOBXOJIMMOCTHU MOJYYEHU S KAKMX-JIMBO ITOCOBUI 1 nroe.

BCE YKA3AHHBIE JJENCTBHS COBEPIIAIOT MOIIEHHUKHA!




ByabTe 61MTEeILHBI K CBOMM (DMHAHCAM M PACIIPOCTPAHEHHUIO MEPCOHATBHBIX
JTAHHBIX!

* CTAPAUTECHb WM3BETATH IUIATEXEM B CETHM WHTEPHET IIOCPEJICTBOM CBOEU
BAHKOBCKOM KAPTHI;

* HE OCVIIECTBJISIMTE IIOKVIIKM B CETHM MHTEPHET HA IIOJO3PUTEJIbHBIX U
HE3HAKOMBbIX CAUAX I1O «[TPUBJIEKATEJIbHBIM LIEHAM»;

* [IPEPBUTE PA3I'OBOP, ECJIM1 BAM 3BOHUT HEM3BECTHOE JIULIO U TOBOPUT C BAMU O
®HMHAHCAX, UIMEIOIIMNXCS BAHKOBCKUX KAPTAX;

* HE [IEPEXO/IUTE I10 [TOJIO3PUTEJIbHBIM CCBIJIKAM;

* HE [IEPEYNCJISIUTE JIEHEXXHBIE CPEJICTBA HA DJIEKTPOHHBIE KOIEJIBKH, He y6eamBuinch
B 6nar0Haz[e>1<Hocm I(OHTpal"eHTa;

* HE COOBLIAWTE HE3HAKOMBIM mm MAJIOSHAKOMBIM JIMLIAM JIMYHBIE JTAHHBIE,
KOTOpLIe B I[aJ'II:HefIIHeM MOFyT 6I)ITI) HNCITIO0JIb30BaHbI BaM BO BpeI[.

PACCKAXHUTE OF YT'PO3E MOIIEHHUYECKHMX JENCTBUN CBOUM
BJIM3KUM!



